NHOPOPMALMNOHHASA HAMATKA JJIA OBYYAIOIINXCA A
PASMEIIEHUA HA OPUIIUAJIBHBIX HHTEPHET-PECYPCAX

C KaXXAbIM I'OJOM MOJOACKHN B MHTCPHCTC CTAHOBHUTLCA 6OJ'H)HIG, a IIIKOJIbHUKH
OJHHN H3 CaMbIX aKTHBHBIX MOJIb30BaTENCH PYHeTa. MC}KI[y TCM, IIOMHMO
OTPOMHOI'0 KOJIMYCCTBA BOBMO)KHOCTGI\/'I, HHTCPHCT HCCET H HpO6J’ICMBI. OTta
IHaMsTKa JOJIXKHA IIOMOYb TeOe Oe301acHo HaXOINUTLCA B CCTH.

KomnbrorepHbie BUPYChI

KoMIbrOTEpHBIE BUPYC - 3TO PA3HOBHJIHOCTh KOMIBIOTEPHBIX IPOTPaMM,
OTJIMYUTEIBHON 0COOCHHOCThIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHne K 3TOMy, BUPYCHl MOTYT MOBPEAUTH WM MOJHOCTHIO YHUUYTOXHUTh
Bce (haiiyibl U JaHHbBIE, TOJKOHTPOJIBHBIE MOJIb30BATENI0, OT UMEHU KOTOPOro Oblia
3alyIIeHa 3apa)KEHHAs IPOorpaMMa, a TaKKe MOBPEINUTh WIH AK€ YHHUUTOXKHUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHu (aiijamu B LeJIOoM. B OOJBIIMHCTBE CilydaeB
PaCIPOCTPAHSIOTCS BUPYCHI U€pE3 UHTEPHET.

MCTOI[BI 3aIlIUTBI OT BpECAOHOCHBIX ITPOIrpaMM:

l. HCHOHL?;Yﬁ COBPCMCHHBIC OIICPATXMOHHBIC CHUCTCMBI, HMCIOIIIUC CprGBHBIfI
YPOBCHDB 3alIUTHI OT BPCJOHOCHBIX IIPOrpaMmMm;

2. IloctosHHO ycraHaBnuBail mnautu (UUGpPOBBIE  3allIaTKH, KOTOpPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAaOOTKM MPOrpamMMbl) U ApPyTHe
OOHOBJICHHSI CBOE€H omnepanroHHOM cuctembl. CkayuBail HUX TOJBKO C
opummanbHoro  caira paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGoraii Ha cBOoeM KOMIIBIOTEpPE TMOJ TMpaBaMHU IOJb30BaTENA, a HE
aJMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOTrpaMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil  aHTUBHPYCHBIE  INPOTPAMMHBIE  TNPOAYKTHI  HU3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonb3yil BHEUIHUE HOCHUTENM MH(OpManuu, Takue Kak (iemnika, AUCK WM
(aiin U3 uHTEpHETa, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpblBaili KOMIbIOTEpHbIE (halsIbl, TOJYYEHHbIE U3 HEHAJECKHBIX
UCTOYHUKOB. Jlaxke Te (pailnibl, KOTOpbIE MpUcan TBOM 3HAKOMBIH. Jlydlie yrouHu
y HET0, OTIPABJIsUI I OH TeOE UX.



Cerun WI-FI

Wi-Fi - 3T0 He BWJI mepefadn JAHHBIX, HE TEXHOJIOTHS, a BCETO JIHUIIb OPCHI,
mapka. Eme B 1991 rony HuaepiaHjckasi KOMIAHUSI 3aperucTpupoBana OpeH[
"WECA", uto o6o3Havyasio cnoBocouetanue "Wireless Fidelity", koTopsiii
nepeBoAnuTCs Kak "OecrnpoBoHas TOYHOCT'. Jlo Hallero BpeMeHu Joluia Jpyras
ab0OpeBuarypa, KOTopas SBJSIETCS TAaKOM XKe TexXHoJiorne. JTo abOpeBuarypa
"Wi-Fi". Takoe Ha3BaHHE OBUIO JIAaHO C HAMEKOM Ha CTAaHAAPT BBICIICH 3BYKOBOM
texauku Hi-Fi, uto B mepeBose o3HauaeT "BhICOKas TOYHOCTH'". Jla, OecriaTHBIM
WHTEPHET-IOCTYT B Kade, OTeIIX ¢ adporopTrax SBISIETCS  OTIMYHOMN
BO3MOXKHOCTBIO BBIXOJa B WHTEpHET. Ho MHOTHME SKCHepThl CUMTAIOT, YTO
obmenoctynusic Wi-Fi cetu He sSIBISIOTCS O€3011aCHBIMH.

CoBeTsblI 10 0€30MaCHOCTH PabOTHI B 00MIEOCTYMHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro auuHyr0 HHGoOpMaruio yepe3 oodmenocrynubie Wi-Fi ceru.
PaboTas B HuUX, )KeJlaTeIbHO HE BBOJAUTH MAPOJU JOCTYIA, JOTMHBI U KaKHE-TO
HOMEDA;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. Tem caMbim
ThI 00€30MacuiIb ce0sl OT 3aKauKH BUpyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonwszoBanun Wi-Fi otkimtoun gyskiuio "OOumit qoctyn Kk (aitnam u
npuHTepam". JlanHass (QyHKUHS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpHIE
M0JIb30BATENH AKTUBUPYIOT €€ JIJIsl yI00CTBA MCIOJIb30BaHUs B paboTe min yueoe;

4. He ucnone3yii nyonuunsiidi WI-FI nis nepenaum JTUYHBIX JTaHHBIX, HAIPUMED
JUTSl BBIXO/Ia B COLIMATIbHBIE CETH UJTU B JIEKTPOHHYIO MOUTY;

5. Ucnonb3yit TosibKO 3amuiieHHoe coequHenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-apeca BBOAM UMEHHO "https://";

6. B moOunbHOM Tenedone otkiaroun ¢yHknuto "Tloakmouenue k  Wi-Fi
aBTomatuuecku". He momyckaii aBTOMAaTMYECKOTO MOJKIIOUYEHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

ConmnajbHbie CeTH

CouuasibHble CETH aKTUBHO BXOJSAT B HaIlly KU3Hb, MHOTHE JIIOJIU paOOTalOT U
JKUBYT TaM TIOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUUIHAP] YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThl. MHOTHE ITOJIb30BaTENIN HE
MMOHUMAIOT, YTO MH(OpMaIMs, pa3MeliecHHAas UMH B COITMAIBHBIX CETAX, MOXKET
ObITh HaleHAa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTelbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COIMAIBHBIX CETAX:



1. Orpannub cnucok apy3ei. Y 1e0s B Apy3biX HE JNOJDKHO OBITh CIyYallHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3ammumiail cBOI 4YacTHYIO ku3Hb. He ykasbiBail maponu, TenedoHbI, aapeca,
JaTy TBOETO POXACHUS M APYTYI0 JUYHYIO HHQOpMalHUIO. 3JI0yMBIIUICHHUKA
MOTYT HCIOJNB30BaTh Ja)xe HHPOPMAIMIO O TOM, KaK Thl MU TBOU POAUTEIU
IUIAHUPYETE IPOBECTH KAHUKYJIbL;

3. 3ammimail CBOIO PEIMyTaIvio - JIEepKH €€ B YHCTOTE W 3a/JaBail cebe BOImpoc:
XoTen Obl Thl, YTOOBI JPyrue TMOJb30BATENM BHUAETH, YTO ThI 3arpykKaeuib?
[Togymaii, mpeskJie 4eM 4TO-TO ONMyOJIUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOpHUIIb C JIOJbMH, KOTOPBIX HE 3HACIlb, HE HCIOJb3YyH CBOE
peajgbHOE UMS U JIPYTyI0 JUYHYI0 MH(OpMAIUU: UMs, MECTO >KHTEJIbCTBA, MECTO
y4eObl U poUee;

5. Uz0beraii pasmemienusi ¢dororpaduit B MHTEepHeTe, rlie Thl H300paKeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OINPEAEIUTh TBOE MECTOIIOJIOKEHHE;

6. Ilpu peructpamnuu B COIMAIBLHON CETH HEOOXOIUMO HCIOJIL30BaTh CJIOKHBIC
[apoJIx, COCTOSIIINE U3 OYKB M IM(P U C KOJTUUYECTBOM 3HAKOB HE MEHeEe §;

7. Ang couuanbHON CETH, MOYTHI U APYTUX CAalTOB HEOOXOIMMO HCHOJIb30BaTh
pasHple maponu. Torzma ecium TeOs B3JIOMAaOT, TO 3JIOYMBIIUICHHUKH MOJIydat
JIOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

JJIEKTPOHHbIE ICHbI' U

OJEeKTPOHHBIE [I€HBI'M - 3TO O4YeHb YIOOHBIM CHocod IulaTexei, OaHaKo
CYILIECTBYIOT MOIICHHUKH, KOTOPBIE XOTST MOJYYUTh 3TH JEHBIH. DIIEKTPOHHBIE
JEHbI'M TMOSBWJIMCh COBCEM HEJAaBHO M HWMEHHO H3-32 3TOr0 BO MHOTHX
rocyAapcTBax 10 CUX MOp HE MPOMUCAaHO MpO HUX B 3akoHax. B Poccuum xe oHun
(GYHKIIMOHUPYIOT M O HHUX YXK€ MPONUCAHO B 3aKOHE, IJle UX pa3fesiaioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE U HE aHOHMMHbIE. Pa3HuIa B TOM, 4TO AHOHHMHBIE
- 3TO T€, B KOTOPBIX pa3peliaercss MPOBOJAUTH olepanuu 0e3 UIACHTU(PUKAIIU
M0JIb30BATENsl, a B HEAHOHMMHBIX WIACHTH(PUKAIUSA TIOJIb30BATENs SBIISAETCS
oOs3aTenbHOU. Takxke cieayer pa3auvarh JIEKTPOHHbIE (PUATHBIE JE€HBI'M (PaBHBI
rOCYAapCTBEHHBIM BAaJIIOTaM) M JJIEKTPOHHbIE He(UaTHbIE JACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHOM padoTe C NEKTPOHHBIMU JIEHbraMU:

1. IlpuBsxku K cueTy MOOWIBHBIA TeneQoH. DTO camblii yIOOHBIA M OBICTPHII
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. lIpuBsizanHblil TenedoH MOMOXKET, €CIH
3a0yJenib CBOM IUIATEXXHBIM MMaposib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;



2. Hcnonb3yil oaHopa3zoBble mapoiu. Ilocne mnepexoga Ha  YCHICHHYHO
aBTOpHU3alMio Tebe yke He OyleT yrpokaTh OMACHOCTh KpakH WJIM IepexBaTa
IJIATEXKHOTO MAPOJIs;

3. Bribepu cnoxxHblid mapoib. [IpecTynHukam OyaeT He MPOCTO yraaTh CIOMXKHBIM
naposb. HajexxHple maposu - 3T0 MapoJid, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce0s CTPOYHBIE W TPOMHCHBIC OYKBBI, IUMPHI M HECKOIHKO
CUMBOJIOB, TaKuMe€ KaK 3HAK JoJiapa, (yHTa, BOCKJIMIATEIBHBIM 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBO/IM CBOU JTUYHBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.
DJIEKTPOHHAS MOYTA

OJEeKTpOHHAsl IOYTa - 3TO TEXHOJIOTHUS M THPEJOCTaBISEMbIE €H0 YCIYTd II0
NEPECHUIKE U MOIYYEHUIO JIEKTPOHHBIX COOOILEHUH, KOTOPBIE paCIpPeNEsIOTCs B
KOMIBIOTEpHOM ceTu. OOBIYHO 5SJIEKTPOHHBIM TOYTOBBIA SAIIUK BBITJISAUT
CJIEYIOIKMM 00pa3oM: UMsI_T0JIb30BaTeNsi(@uMs_aoMeHa. Taxke Kpome nepeaadu
IPOCTOT0 TEKCTA, UMEETCA BO3MOKHOCTh IIEpe1aBaTh (pailiibl.

OCHOBHBIE COBETHI 110 OE30ITaCHOM pabOTe C IEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh MpaBWIbHBIN MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrpOMHBIN
BbIOOp OECIIaTHBIX IOYTOBBIX CEPBUCOB, OJHAKO Jy4IlE TOBEPATH TEM, KOIO
3HAEIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yka3piBall B JHMYHOM MOYTe JUYHyI0 HHGpopmaruio. Hampumep, myuiie
BBIOpATh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Ncnonb3yl ABYXA3TAlHYI0 ABTOPU3ALUIO. JTO KOTrAa MOMUMO MapoJisi HYXHO
BBOJUTH KOJ, MPUChLIaeMblid 0 SMS;

4. BoiOepu clIoKHBIN TTapostb. JJIsl KaKI0T0 OYTOBOTO SIIHMKA JOJDKEH OBITH CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOXHOCTh HAIMCAaTh CAMOMY CBOM JIMYHBIM BOIPOC, MCHOJIb3YH
3Ty BO3MOYXHOCTb;

6. Mcnosb3yil HECKOJIBKO MOYTOBBIX SIIIMKOB. [IepBhIi 111 YaCTHOM MEPENNCKU C
aapecaTaMy, KOTOPbIM Tbl JOBEpSCHIb. OTO JJIEKTPOHHBIA aJIpec HE Halo
UCIOJIb30BaTh IPU PETUCTPALMU Ha pOpyMax U caiTax;

7. He oTkpbiBaii (haiiibsl U ApyTUe BIOKEHHS B MUChbMaX, JaKe €CIM OHU MPUIILIH
OT TBOMX Jpy3el. JIyuine yTouHu y HUX, OTIPaBIIsUIM JIM OHU TeOe 3TU (ailibl;

8. Ilocne oxoHuUaHuUs1 pabOTHI HA TOYTOBOM CEPBHCE MEPE] 3aKPHITHEM BKIIAAKHU C
caiiToMm He 3a0yJp HaXXaTh Ha "BeiidTu".

Kun0epOynimHr wiim BUPTyaaibHOE U3/1€BaTE/IbCTBO



KubepOymmuHr - TpeciieoBaHrne COOOIICHUSIMH, COJIEPKAIIMMH OCKOPOJICHNUS,
arpeccuro, 3alyruBaHne; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHKE C TIOMOIIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOESPOYIITMHTOM:

1. He 6pocaiicst B 60ii. JIyuiuii crioco0: mocoBeTOBaThCA Kak ce0sl BECTH U, €CIIU
HET TOT0, K KOMY MOXHO OOpaTUThCs, TO BHAYajle YCIOKOUThCS. Eciii Thl HauHEIIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €Il OO0JIbIle Pa30ikKEIllb
KOH(JIMKT;

2. Yupasnsii cBoel kubeppernyTanuei;

3. AHOHUMHOCTD B ceTd MHMMas. CyIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32
AHOHUMHBIM AKKAyYHTOM;

4. He crouT BecTHM XYJIUTaHCKUWA o00pa3 BHUPTyalbHOW >Ku3HU. WHTEpHET
buKcUpyeT Bce TBOM JIEUCTBHS W COXpaHSICT UX. YJIUTh UX OyIeT KpaiiHe
3aTPYJHUTEIIBHO;

5. Cobmro1ali CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. UrHopupyil eauHuyHblid HeraTuB. OHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHMUS
Jqy4uie UrHopupoBatb. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4ajabHOM CTa/luu;

7. ban arpeccopa. B mporpammax oOMEHa MTIHOBEHHBIMU COOOIIECHUSMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTb OJOKHMPOBKM OTHPABKUA COOOILIEHHH C
OIPEEICHHBIX a/IPECOB;

8. Ecimu Th1 cBuperenbp kuOepOyimuHra. TBou JEHCTBUS: BBICTYNUTH MPOTUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JACWCTBUS OLICHMBAIOTCS HETaTUBHO,
HoJIepKaTh KEPTBY, KOTOPOW HY)KHA TMCHXOJIOTMYECKas IMOMOILb, COOOIIMTH
B3pOCJIBIM O (PaKTE€ arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbId TesedoH

CoBpeMeHHbIe cMapT(OHBI U IUIAHILETHl COJAEpP’KAaT B ceOe BIOJHE B3POCIbIH
(GyHKUHOHAT, W TENepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMIibtoTepamMu. OJJHAKO, CPEACTB 3aLIUThI AJI1 OJ0OHBIX YCTPOUCTB MOKAa OYEHb
Mano. TectupoBaHMe M TIOMCK YSA3BUMOCTEl B HHMX THPOUCXOJUT HE Tak
WHTeHCUBHO, Kak mia IIK, To ke camoe kacaeTcs U MOOWMIIBHBIX MPHUIIOKEHUH.
CoBpeMeHHble MOOWJIbHBIE Opay3epbl y>K€ MPAaKTUYECKH JOTHAIM HACTOJIbHBIC
aHaJIOTH, OJHAKO pacuIMpeHue (yHKIHOHANIAa BJEYET 3a COo0OW OOJNBIIYIO
CIIOKHOCTh W MEHBIIYK 3allUIIEHHOCTh. Jlameko He BCE MNPOU3BOIUTEIH
BBIITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOUINE KPUTUYECKHUE YA3BUMOCTU [UJISI CBOUX
ycTpoicTB. OCHOBHBIE COBETHI JUIsl 0€301acCHOCTH MOOMIIBHOTO Tenedona: Huuero
HE SBJISETCS MO-HacTosimeMy OecruiaTHbIM. Byanb ocTopokeH, BeAb Korja Tebe
npeiaraoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHMe-TO IJIaTHbIE



yeayru; Jymai, mpexnae yem otnpaButh SMS, doto mim Buaeo. Tel TOYHO
3Haellb, TIA€ OHM OyAayT B KoHeuyHOM wurtore? HeoOxonuMo OOHOBISATH
ONEpallMOHHYI0 CUCTeMy TBoero cmaprdona; Vcnons3ylh aHTUBUPYCHBIC
nporpaMmbl it MOOWIBHBIX TenedoHoB;, He 3arpyxkail mNpuiIoKeHUS OT
HEU3BECTHOIO HCTOYHUKA, BEIb OHU MOIYT COJEPKaTb BPEIOHOCHOE
nporpamMmHoe obecrnieuenue; [locne Toro kak Thl BBIMACHIL C CaliTa, TJI€ BBOJAWII
JUYHYI0 UWH(pOpMaIuioo, 3aiaum B HACTPOWKH Opay3epa W yaaiau cookies;
[lepuonnueckn MpoOBEPsi, KAaKWe IUIATHBIE YCIYTM AKTUBHPOBAaHbI HAa TBOEM
HoMmepe; JlaBail cBOl HOMEp MOOWJIBHOTO TellepOHa TONBKO JIIOASM, KOTOPBIX ThI
3Haelllb U KoMy JoBepselib; Bluetooth nqomken ObITh BBIKIIOYEH, KOTJA Thl UM HE
noJsib3yenbes. He 3a0b1Bail HHOT A IPOBEPSITH 3TO.

Online urpsbi

CoBpeMEeHHbIE OHJIAWH-UIPBI - 3TO KPacOYHbIC, 3aXBaThIBAIOLIME pPAa3BICUECHUS,
OOBEIMHAIOIINE COTHU THICAY YEJIOBEK MO BceMy Mupy. WUrpoku wuccnenyroor
JaHHBIA UM MUD, OOLIAIOTCSA APYT C JPYIOM, BBIIOJHSIOT 33/1aHUS, CPaKaloTCs C
MOHCTPAMH M IIOJYYarT ONBIT. 3a YJOBOJIbCTBUE OHHU IIIATAT: NOKYMNAKT AMCK,
OIJIAYMBAIOT a0OHEMEHT WM IPHOOpETaroT Kakue-To onuuu. Bece 3tm cpencrsa
UAYyT Ha MOJAEpKaHWE W pa3BUTHUE UIPHI, a TaKXKE Ha caMy O€30MaCHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMbl aBTOPHU3allMM, BBIYCKAIOTCS HOBBIE MAaT4Yd
(uudpoBble 3amIaTKU AJ OpPOrpamM), 3aKpbIBAIOTCS YA3BUMOCTU cepBepoB. B
N0JIOOHBIX UTPaX CTOUT ONacaThCsl HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPaXKu
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3ALIMU OOJIBIIUHCTBA UTP.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKAayHTaA:

1. Ecau npyroifi urpok BejeT ceOs MIOX0 WM Cco37aeT Tebe HEMpUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. lloxamyiicss agMUHUCTpaTOpaM HIPbl HA IUIOXO€ IOBENEHHE 3TOrO0 HUIPOKA,
JKENaTeJIbHO NPWIOKUTh KAKHETO JOKA3aTeIbCTBA B BUJIE CKPHHOB;

3. He yka3biBaiil muuHyo uHboOpMaIuio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuuanbHble aTYM U MOJIbI;

6. Mcnosib3yii CIOKHBIE U Pa3HBIE MMAPOJIH;

7. Jdaxe BO BpeMs UTpbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [oka ThI urpaeis, TBON
KOMITBIOTEP MOTYT 3apa3uTh.

@UIIMHT UM KPAa’a JUYHBIX JAHHbBIX

OOBIYHOM Kpaxkel JEHEeT W JOKYMEHTOB CETOMHS YK€ HHKOTO HE YAUBHIIL, HO C
Pa3BUTHUEM MHTEPHETTEXHOJIOTUM 3JIOYMBIIJIEHHUKH NIEPEMECTUIINCH B UHTEPHET,



U TPOJOJDKAIOT 3aHUMAThCA "MroOuMbIM" nenoM. Tak mosiBMIach HOBas yrposa:
WHTEPHET-MOLIEHHUYECTBA WM (UILMHT, TJaBHAs I1eJb KOTOPOTO COCTOMUT B
MOJIYYeHUH KOHGUIECHIMATBHBIX JaHHBIX MOJIb30BATEJCH - JIOTMHOB U IMAapOJICH.
Ha anrnuiickom si3eike phishing umtaercs kak ¢umuHr (ot fishing - pwiOHas
JIOBJISI, password - mapoJip).

OcHOBHBIE COBETHI IO 0OPHOE C (PUITUHTOM:

1. Cnenau 3a cBoMM akkayHTOM. Eciiu Thl mojo3peBaelib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBAaTh €€ M COOOHIUTH aJMUHUCTPATOpam
pecypca 00 3TOM Kak MOKHO CKOPEe;

2. Hcnonw3yili Oe3omacHble BeO-CaliThl, B TOM YHCIE, WHTEPHET-Mara3uHOB U
MOMCKOBBIX CUCTEM;

3. cnionb3y# CIIOXKHBIE U pa3Hble Mapoiau. TakuM oOpa3oM, ecii Te0si B3JIOMAIOT,
TO 3JIOYMBIIIJIEHHUKHU TOJTy4aT JOCTYII TOJBKO K OJTHOMY TBOEMY IIPO(DUIIIO B CETH,
a He KO BCEM;

4. Ecnu Te0s B3JIOMalld, TO HEOOXOAUMO MPEAYIPEANUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE€ J00aBJiEHbI Y T€OS B JPY3biX, O TOM, 4TO T€Os B3JIOMAJIU U, BOZMOXHO,
OT TBOETO0 UMEHH OYJIET PacChUIaThCA ClIaM U CChUIKU Ha (PUITMHTOBBIE CAMTHI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbIiBail (aityibl U Apyrue BIOKEHHUS B MUCbMax, Ja)Xe €CJIM OHU MPHUILIN
OT TBOMX JApy3el. JIyulne yTouHu y HUX, OTIIPaBIIsUIM JIU OHU TeOe 3TU (aiiibl.

udposasi penyrauus

[Mudposas permyrarusi - 5T0 HEraTUBHAS WX MO3UTHBHAS MH(OpMAIUA B CETU O
tebe. Kommpomerupytomas uHdopmanus, pa3MelleHHas B HHTEPHETE, MOXET
CEpbE3HBIM 00pa30M OTpPa3UThCS Ha TBOEH peanbHOM xku3HU. "Lludposas
penytanus" - 3TO TBOW UMUK, KOTOPBIM popmupyercsa u3 nndopmaiuu o Tede B
uHTEepHeTe. TBOE MECTO KHUTENbCTBA, y4eObl, TBOE ()MHAHCOBOE IMOJIOKEHUE,
OCOOEHHOCTH XapakTepa M pacckasbl O OJU3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.
MHorue TnOAPOCTKM JIETKOMBICIEHHO OTHOCATCA K NyOJUKAalMK —JUYHOU
uHdopmaruu B MHTEpHETE, HE MOHUMAs BO3MOXHBIX MOCHeACTBUN. Thl naxke He
CMOXKeIIb IorafaThbcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYMHON OTKa3za MPUHATH TeOs Ha pabory. KomMmeHTapuu, pa3MenieHne TBOUX
dotorpaduii u Apyrue ASUCTBUSI MOTYT HE HCUE3HYTh JIaXke MOCJe TOT0, KaK Thl UX
yaanuub. Thl HE 3Haellb, KTO COXpaHWJ 3Ty MH(OpMauio, momajga Jd OHa B
MOMCKOBBIE CHUCTEMbl M COXPAaHMUJIACH JIM OHA, a TJIABHOE: YTO MOIyMaloT O Tede
OKpYXaIOIlKe JIIOH, KOTOpbIE HAUYT U YBUAAT 3T0. HaliTu mHbopmaryo MHOTO



JeT CIyCTsI CMOXKET JII000H - Kak M3 AOOPBIX MOOYXKIECHUN, TaK U C HAMEPEHHEM
OPUYUHUTE Bpell. DTO MOXKET ObITh KTO YTOIHO.

OCHOBHBIE COBETHI I10 3aIIHUTe UGPOBOI permyTaluu:

1. [Togymaii, mpex e ueM 4To-TO MyOIMKOBATh U MepeaaBaTh y ce0s B OJore Wi B
COIIMAJIbHOM CETH;

2. B nactpotikax npoduiis ycTaHOBH OTpaHUYEHHS] Ha MTPOCMOTP TBOETO Mpoduis
1 €T0 COAEPKUMOTr0, CAEIal ero ToJIbKO "1ist apy3ei”;

3. He pasmemaii u He yka3bpiBail uHGOpMAIMIO, KOTOpash MOXET KOT0-J1M00
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE IIKOJIbHUKU - aKTUBHBIE MOJIB30BATENU LIU(PPOBOTO MPOCTPAHCTBA.
OpHako Jalleko HE BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTMMH BO3MOXXHOCTSMH
uudpoBoro wmupa TpeOyeT COONIOJCHHS TIpaB Ha  HUHTEIUICKTYAJIbHYIO
cOOCTBEHHOCTb. TepMHH '"MHTEIUIEKTyallbHas COOCTBEHHOCTb"' OTHOCHUTCS K
pa3IUYHBIM TBOPEHHUSAM YEJIOBEYECKOI'O0 YMa, HAuMHAasg C HOBBIX HM300pETEHUU H
3HAaKOB, 0003HAYAIOUIMX COOCTBEHHOCTh Ha MPOAYKTHl U YCIYTH, U 3aKaHYMBas
KHUTaMu, QotorpadusiMu, KUHOPWIbMAMU U MY3BbIKAJIbHBIMU TPOU3BEICHUSMHU.
ABTOpcKHME TMpaBa - 3TO IpaBa Ha HHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEJCHUSI HAYKH, JIUTEPATYpbl U UCKYCCTBA. ABTOPCKHE MpPaBa BBHICTYHAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyaJIbHBIM/TBOPUECKUN TPYJ aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETro TPyHAa, MOJYyYUTh HW3BECTHOCTh M mpu3HaHue. Hukrto 6e3
paspenieHuss aBTOpa HE  MOXET BOCHPOWU3BOAMTH €ro  IPOU3BEACHHUE,
pacnpocTpaHsiTh, MyOJIMYHO JEMOHCTPUPOBATH, MPOJABATh, WMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HCIOJHATH, MOKA3BIBATH/UCIIONHATH B dUpE WIH
pasmemiate B MuTepHere. Ucnonbs3oBanue '"muparckoro" —MporpaMMHOIO
oOecrieyeHus: MOKET MPUBECTH K MHOTUM PHUCKaM: OT MOTEPH JAHHBIX K TBOUM
aKKayHTaMm 10 OJIOKMPOBKHM TBOEIO YCTPOICTBA, IJie YCTAHOBJICHA HeJerajibHas
nporpamma. He crouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHbIE U
OecriaTHbIE IPOTPaMMbl, KOTOPbIE MOKHO HAalTH B CETH.

O noprane

CereBUUYOK.p( - TBOW TJIaBHBI COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HAaTh O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & IIPU BO3HUKHOBEHHUU
KPUTUYECKOM CHUTyallud OOPATUTHCS 3a COBETOM. A TakX e MPUHATH Yy4acTUE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



